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1 Introduction 
This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance summarizing the 
federal voting system certification testing of the Election System & Software (ES&S) Unity 3.2.0.0 voting system to 
the Voting System Standards 2002 (VSS 2002). 
 
The ES&S Unity 3.2.0.0 voting system has been submitted to iBeta for testing to support ES&Sô application # 
ESS0701 to the US Election Assistance Commission (EAC) for certification to the VSS 2002.  This is an initial EAC 
certification.  
 
The Unity 3.2.0.0 is a paper-based voting system that includes the: 

 Election management system election (EMS) preparation software: Election Data Manager, ES&S Ballot 
Image Manager, Hardware Programming Manager, AutoMARK Information Management System 

 EMS audit software: Audit Manager and LogMonitor 
 Pre-vote hardware: Ballot-on-Demand COTs printer 
 Polling place optical scanner hardware and firmware: Model DS200 

 Polling place ballot marker hardware and firmware: AutoMARK Voter Assist Terminal A100, AutoMARK 
Voter Assist Terminal Model A200 

 Central count hardware and firmware: Model 650 

 Central count EMS software: Election Reporting Manager 
 
The purpose of this document is to provide an overview of the certification testing and findings.  The complete list of 
the systems names, major subsystems, version numbers and any interfacing devices is contained detailed in 
section 3 Voting System Identification.  Additional details of the design, structure, and processing capabilities are 
identified in the section 4 Voting System Overview. 
 
Application #ESS0701 originally identified SysTest Labs (SysTest) as the VSTL.  Due to the suspension of SysTest 
in the middle of various Unity certification efforts, ES&S was authorized by the EAC to transfer their application for 
certification of the Unity 3.2.0.0 to iBeta.  Unity 3.2.0.0 is a subset of paper ballot voting systems contained in the 
Unity v.4.0.0.0 voting system.  At the time of the suspension the Unity v.4.0.0.0 test plan was approved by the EAC 
and a substantial amount of relevant testing had been successfully completed.  ES&S petitioned the EAC to assess 
the testing performed by SysTest for consideration of reuse.  The EAC issued a letter to ES&S, 2-3-2009 Letter to 
ESS Reuse of Testing Final, in which they outlined the conditions for the assessment of reuse process.  This 
process is outlined in the as run test plan which is contained in the attached Appendix H Amended Test Plan. 
 
In the letter EAC approval to reuse portions of SysTest's testing of ES&S Unity 3.2.0.0 the EAC authorized the 
reuse of the functional, accessibility, maintainability, accuracy, and reliability testing conducted for Unity 3.2.0.0 
base upon the EAC technical reviewer's audit of all test plans, test methods, test cases, and test results related to 
the scope of the Unity 3.2.0.0 test campaign. This included a review of a document created by SysTest that 
summarized all related testing conducted for the scope of the Unity 3.2.0.0 with the test results.  The EAC 
concluded: 

 All functional, accessibility, maintainability, accuracy, and reliability testing outlined in the approved 
SysTest Unity 4.0 test plan is approved for reuse in the Unity 3.2.0.0 test campaign. 

 As part of the remaining testing the EAC is tasking iBeta with testing and verifying that the Unity 3.2.0.0 
system is in compliance with EAC RFI 2008-07 ñ'0ô count to start the electionò. This testing should be 
reflected in the test plan being developed by iBeta for the Unity 3.2.0.0 system. 

 iBeta is also tasked with testing and resolving the discrepancies listed by SysTest under the following 
tests:  GEN 02 ï Straight Party, GEN 03 ï Add Languages, and PR101 ï Pick-a-Party tests. 

In a subsequent conversation with the EAC this last bullet was clarified to the open functional discrepancies 
identified in Table 5 of the as run test plan. 

1.1 Unity 3.2.0.0 Physical & Functional Configuration Audit Scope 
This certification test effort included a Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA) 
of the Unity 3.2.0.0 voting system.  Due to the petition for reuse these tasks were performed by either SysTest or 
iBeta Quality Assurance.  Assessment of the SysTest test results was performed by either iBeta or the EAC 
Technical Reviewers as stipulated in 2-3-2009 Letter to ESS Reuse of Testing Final.   
 
The Physical Configuration Audit (PCA) performed by iBeta for Unity 3.2.0.0 incorporated a: 

 PCA Document Review Assessment for reuse of the SysTest's review of the Unity v.4.0.0.0 Technical 
Data Package (TDP);  

 3% PCA Source Code Review Assessment for reuse of the SysTest source code review of the Unity 
v.4.0.0.0 source code review; 

 Witnessed Build performed by SysTest from the source code they reviewed; 

http://www.eac.gov/program-areas/voting-systems/docs/feb-12-2009-approval-of-es-s-request-to-reuse-select-testing-of-unity-3-2-0-0-conducted-by-systest-labs/attachment_download/file
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 Trusted Build performed by iBeta from the SysTest and iBeta reviewed source code; and 

 Examination of the voting system configuration submitted to iBeta.  
 
A Functional Configuration Audit (FCA) of the Unity 3.2.0.0 included an EAC review of the Unity v.4.0.0.0 testing 
performed by SysTest to: 

 The requirements of VSS 2002; 
 The Unity v.4.0.0.0 specifications of the ES&S TDP; and 

 The voting system requirements of section 301 of the Help American Vote Act (HAVA). 
For the balance of the FCA iBeta identified the scope of the Unity 3.2.0.0 volume, stress, error recovery, and 
security requirements of the VSS 2002, in addition to a sampling of the requirements necessary to conduct a single 
end-to-end system level functional regression test.  iBeta:  

 Developed a test plan;  
 Customize test cases;  
 Managed the system configurations;  
 Executed tests, and  
 Analyzed the test results for the iBeta executed tests. 

 
Certification testing performed by iBeta complied with the requirements of VSS 2002, Volume 2 Test Standards. 
The iBeta test record included test executions and reviews performed by iBeta.  These test executions and reviews 
included the record of requirements that were satisfactorily and unsatisfactorily completed, deficiencies noted, 
reports to ES&S, software and manufacturing resolutions, validations of resolutions and documentation of 
incorporation of resolutions into the voting system.  Test records for work performed by SysTest were retained by 
them.  Materials were provided to the EAC and iBeta for the assessment of reuse. 
 
iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado.  The company is a full service 
software testing laboratory providing Quality Assurance and Software Testing for the business and interactive 
entertainment communities.  iBeta Quality Assurance accreditations for the testing of voting systems to the federal 
standards include  

 National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL) 
 Election Assistance Commission Voting Systems Test Lab (VSTL) 

 
Testing was conducted at iBeta Quality Assurance in Aurora, Colorado, SysTest Labs in Denver, Colorado and 
various SysTest subcontractor non-core hardware environmental test labs.  Non-core hardware environmental 
testing is outside SysTest's test accreditation scope as a VSTL. SysTest's methods for validating the qualifications 
of the subcontractor laboratories was provided to the EAC and considered in their decision to permit reuse of the 
non-core environmental testing.  SysTest conducted the non-core safety and hardware environmental assessments 
and testing with the following subcontractors: 

 Compliance Technology Services 1820 Skyway Drive Unit J, Longmont, Colorado 80504 

 Components Reliability & Safety 1955 West 153rd Place, Broomfield, CO 80020  
 Criterion Technology 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474 

 Nebraska Center for Excellence in Electronics (NCEE) 4740 Discovery Dr., Lincoln, NE 68521 

 Percept Technology Labs 4735 Walnut St. #E, Boulder, CO 80301 

 Sun  Advanced Product Testing (APT) 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503 

 Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806 

Supplemental Hardware environmental testing for ECOs 829 and 834 were subcontracted by iBeta to Criterion 
Technology. 

1.2 Unity 3.2.0.0 Exclusions: 
The following identifies the exclusions of the Unity 3.2.0.0 voting system.  As identified in the VSS2002 vol.1 section 
4.1.2, software is excluded if it: 

 Provides no support of voting system capabilities; 
 Cannot function while voting system functionality is enabled; and 

 Procedures are provided that confirm software has been removed, disconnected or switched.  
 

1.2.1 Unity v.4.0.0.0 Scope Excluded from Unity 3.2.0.0 
The Unity 4.0.0.0 items identified as exclusions are not contained in the Unity 3.2.0.0 system submitted for 
Certification under EAC Application # ESS0701. 

 Hardware including related software/firmware and peripherals:  Automated Bar Code Reader (ABCR), 
iVotronic DRE Precinct Tabulator, Model 100 Precinct Ballot Counter, the DS200 modem kit, and the 
M650 configured with a network card; 

 EMS Software: Data Acquisition Manager and iVotronic Ballot Image Manager; and 

 System functionality and maintenance: DRE, VVPAT 

 Network functionality: Network data transmission for remote transmission of votes or consolidated results 

 Language accessibility other than English and Spanish. 
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In an email dated October 15, 2008 the EAC granted permission for ES&S to reuse the Unity v.4.0.0.0 TDP if the 
documents bore a disclaimer outlining the uncertified functionality that was not part of the Unity 3.2.0.0 certification. 
As such the review of the document content related to the uncertified Unity v.4.0.0.0 functionality was excluded 
from this review. 
 
In receiving the source code, documents and test artifacts from SysTest, iBeta determined if the material was in or 
out of the Unity 3.2.0.0 test scope.  Items determined to be out of scope were stored without further examination. 
No out of scope hardware was received.  
 

1.2.2 Unity 3.2.0.0 Other Exclusions 
The following functions are excluded from Unity 3.2.0.0 voting system and are not tested in this certification effort.  

 Provisional ballots: The handling of provisional ballots is procedural.  There is no provisional ballot 
functionality. 

 Transmission via Public Telecommunications: There is no transmission via public telecommunications. 
The DS200 modem is removed from this certification. 

 Use of Wireless Communications : There is no use of wireless communications 

 Shared Operating Environment: Unity 3.2.0.0 does not share an environment with other data processing 
functions. 

 Enhanced AutoCast: This AutoMARK functionality requires both PEB v.1.70 and Auto MARK FW v.1.4.  
That version of AutoMARK firmware is not supported in Unity 3.2.0.0. 

 The hardware environment for the election management system is limited to stand alone PCs.  The 
election preparation, central count tally and reporting functions do not communicated via a Local Area 
Network or other network connection in Unity 3.2.0.0. 

 There is no provision for the broadcasting of results. 
Any activities in these areas are limited to documentation that the functions are not applicable to this voting system. 
 
 

1.3 Internal Documentation 
The documents identified below are iBeta internal documents used in certification testing  
 

Table 1 Internal Documents 
Version # Title Abbreviation Date Author (Org.) 

v.07 Voting Certification Master 
Services Agreement- 
Election Systems & Software 

MSA contract 11/15/08 iBeta Quality Assurance 

Rev 02 Statement of Work No. 02 
Commencement Phase: 
Assessment for Reuse and 
Reporting 

SOW 2-02  iBeta Quality Assurance 

Rev 01 Statement of Work No. 03 
Maximum Reuse Project 
Estimate 

SOW 3-01  iBeta Quality Assurance 

iBeta  VSTL Procedures    

v.2.1 Voting Deliverable Receipt 
Procedure 

 9/19/08 iBeta Quality Assurance 

v.1.0 PCA Source Code Review 
Procedure 

 11/13/06 iBeta Quality Assurance 

v.4.0 C and C++ Review Criteria  11/17/08 iBeta Quality Assurance 

v.1.0 Z80 Assembler Review 
Criteria 

 10/19/07 iBeta Quality Assurance 

v.2.0 SQL Server Review Criteria  6/19/07 iBeta Quality Assurance 

v.0.1 COBOL Review Criteria  12/4/08 iBeta Quality Assurance 

v.2.0 Visual Basic Review Criteria  6/19/07 iBeta Quality Assurance 

v.1.0 Witness Build Procedure  4/18/08 iBeta Quality Assurance 

v.2.0 Trusted Build Procedure  1/23/09 iBeta Quality Assurance 

v.4.0 Test Case Preparation  
and Execution Procedure 

 5/23/08 iBeta Quality Assurance 

v.4.0 VSTL Test Planning  
Procedure 

 5/23/08 iBeta Quality Assurance 

v.4.0 VSTL Certification Report 
Procedure 

 4/24/09 iBeta Quality Assurance 

iBeta  Project Documents    
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Version # Title Abbreviation Date Author (Org.) 

 ESS Unity 3.2 Code and 
Equipment Receipt 

 6/24/09 iBeta Quality Assurance 

 E001 through E039 
Equipment Photos 

Equipment 
Images 

various iBeta Quality Assurance 

 ESS Source Code Review 
results documents for the 
applications 

 Various dates  

 iBeta letter to EAC on ES&S 
Unity 3.2.0.0 source code 
review  

3% Source 
Code Review 
Assessment 

1/16/09 iBeta Quality Assurance 

 iBeta recommendation on 
reuse of SysTest PCA 
Document Review in ES&S 
Unity 3.2.0.0 testing 

PCA Document 
Review 
Assessment 

1/14/09 iBeta Quality Assurance 

 Election Systems & Software 
Unity 3.2.0.0 Voting System 
VSTL Certification Test Plan 

 4/03/09 iBeta Quality Assurance 

 PCA Configuration- Unity 3.2  6/26/09 iBeta Quality Assurance 

 Reuse Environmental Test 
Case -Unity 3.2 

 2/15/09 iBeta Quality Assurance 

 Reuse Characteristics Test 
Case -Unity 3.2 

 2/15/09 iBeta Quality Assurance 

 FCA Volume 1  5/11/09 iBeta Quality Assurance 

 FCA Volume 2  6/29/09 iBeta Quality Assurance 

 FCA Volume 3  6/3/09 iBeta Quality Assurance 

 FCA Volume 4  4/16/09 iBeta Quality Assurance 

 FCA Volume 5  6/8/09 iBeta Quality Assurance 

 FCA Volume 6  6/17/09 iBeta Quality Assurance 

 FCA Volume 7  6/17/09 iBeta Quality Assurance 

 FCA Volume 8  6/17/09 iBeta Quality Assurance 

 FCA Volume 9  6/29/09 iBeta Quality Assurance 

 FCA Volume 10  5/12/09 iBeta Quality Assurance 

 FCA Security Review Unity 
3.2 

 6/23/09 iBeta Quality Assurance 

 FCA Security Test - Unity 
3.2 Windows Configuration 
Test steps  

 6/3/09 iBeta Quality Assurance 

 Regression System Level 
TC 

 6/17/09 iBeta Quality Assurance 

 ES&S Unity 3.2.0.0 EAC 
Matrix 

 3/6/09 iBeta Quality Assurance 

 A200 Configuration 
Inspection Results 

 4/1/09 iBeta Quality Assurance 

 Trace to Test Methods  3/20/09 iBeta Quality Assurance 

 

1.4 External Documentation 
The documents identified below are external resources used to in certification testing. 

Table 2 External Documents 
Version 
# 

Title Abbreviation Date Author (Org.) 

 Test Plan Approval Letter  4/7/09 EAC 

 Help America Vote Act HAVA 10/29/02 107
th

 
Congress 

NIST 
Hdbk 150 
2006 Ed. 

NVLAP Voting System Testing NIST 150 February 
2006 

NVLAP 

NIST 
Hdbk 
150-22 

NVLAP Voting System Testing NIST 150-22 December 
2005 

NVLAP 

 Federal Election Commission Voting System VSS April 2002 Federal 

http://www.eac.gov/program-areas/voting-systems/docs/january-16-2009-letter-from-ibeta-on-unity-3-2-0-0-source-code-review/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/january-16-2009-letter-from-ibeta-on-unity-3-2-0-0-source-code-review/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/january-16-2009-letter-from-ibeta-on-unity-3-2-0-0-source-code-review/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
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Version 
# 

Title Abbreviation Date Author (Org.) 

Standards Election 
Commission 

v.1.0 Voting System Testing and Certification Manual   1/01/07 EAC 

v.1.0 Voting System Test Laboratory Program Manual  VSTL 
Program 
Manual 

July 2008 EAC 

Form 
v.5.2 

EAC Test Matrix Template  7/09/09 EAC 

 EAC Decision on Request for Interpretation 2007-02, 
2002 VSS, Vol. 1, Section 4.2.5 (single character) 

RFI 2007-02 5/14/07 EAC 

 EAC Decision on Request for Interpretation 2007-05, 
2005 VVSG Vol. 1 Section 4.2.1 (Testing Focus and 
Applicability) 

RFI 2007-05 11/06/07 EAC 

 EAC Decision on Request for Interpretation 2008-01, 
2002 VSS Vol. II, 2005 VVSG Vol. II, Section 4.7.1 & 
Appendix C 

RFI 2008-01 2/06/08 EAC 

 EAC Decision on Request for Interpretation 2008-02, 
Battery Backup for Optical Scan Voting machines 

RFI 2008-02 2/19/08 EAC 

 EAC Decision on Request for Interpretation 2008-03 
(Operating System Configuration) 2002 VSS Volume1: 
2.2.5.3, 4.1.1, 6.2.1.1, Volume2: 3.5 2005 VVSG 
Volume1: 2.1.5.2, 5.1.1, 7.2.1, Volume2: 3.5 

RFI 2008-03 10/3/08 EAC 

 EAC Decision on Request for Interpretation 2008-04, 
2002 VSS Vol. I, Section 2.3.1.3.1a; 2005 VVSG Vol. 
II, Section 2.2.1.3a Ballot Production 

RFI 2008-04 5/19/08 EAC 

 EAC Decision on Request for Interpretation 2008-05, 
2002 VSS Vol. I, Section 3.4.2, 2005 VVSG Vol. I, 
Section 4.3.2, Durability 

RFI 2008-05 5/19/08 EAC 

 EAC Decision on Request for Interpretation 2008-06, 
2002 VSS Vol. I, Sections 3.2.2.4c, 3.2.2.5 
2005 VVSG Vol. I, V. 1.0, Sections 4.1.2.4c (Electrical 
Supply), 4.1.2.5 (Electrical Power Disturbance) 

RFI 2008-06 8/29/08 EAC 

 EAC Decision on Request for Interpretation 2008-07; 
2002 VSS Vol. I, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1, 
4.4.3, 9.4; 2002 VSS Vol. II, Sections, 3.3.1, 3.3.2; 
2005 VVSG Vol. I, Sections, 2.2.4, 2.2.5, 2.2.6, 2.3.1, 
5.4.3; 2005 VVSG Vol. II, Sections, 1.3, 3.3.1, 3.3.2 

RFI 2008-07 8/27/08 EAC 

 EAC Decision on Request for Interpretation 2008-08 
2002 VSS Vol. I, Glossary 
2005 VVSG Vol. I, Glossary 

RFI 2008-08 8/01/08 EAC 

 EAC Decision on Request for Interpretation 2008-09 
(Safety Testing)  
2002 VSS Vol. I, Section, 3.4.8; 2005 VVSG Vol. I, 
Section 4.3.8 

RFI 2008-09 8/25/08 EAC 

 EAC Decision on Request for Interpretation 2008-10 
(Electrical Fast Transient) 
2005 VVSG Vol. I, Sect. 4.1.2.6; 2005 VVSG Vol. II, 
Section 4.8 

RFI 2008-10 8/28/08 EAC 

 Notice of Clarification NOC 07-001:  Timely 
Submission of Certification Application 

NOC 07-01 7/17/07 EAC 

 Notice of Clarification NOC 07-002: VSTL Work with 
Manufacturers Outside of Voting System Certification 
Engagements 

NOC 07-02 7/24/07 EAC 

 Notice of Clarification 07-05: Voting System Test 
Laboratory (VSTL) responsibilities in the management 
and oversight of third party testing. 

NOC 07-05 9/07/07 EAC 

 Notice of Clarification NOC 08-001: Validity of Prior 
Non-Core Hardware Environ-mental and EMC Testing 

NOC 08-01 3/26/08 EAC 

 Notice of Clarification 
NOC 08-003: Clarification of EAC Conformance 
Testing Requirements for VSTLs 

NOC 08-03 7/30/08 EAC 

Unity 3.2.0.0 EAC Correspondence    

http://www.eac.gov/program-areas/voting-systems/docs/certification-docs-certification-program-manual-omb-3265-0004-exp-6-30-2010.pdf/attachment_download/file
http://www.eac.gov/files/voting_systems/VotingSystemTestLabProMan.pdf
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Version 
# 

Title Abbreviation Date Author (Org.) 

 2002 VSS Supported Functionality Declaration Unity 
3.2.0.0 

 10/29/08 ES&S 

 Unity 3.2.0.0 Implementation Statement  10/29/08 ES&S 

 Unity 3.2.0.0 Modules  No date ES&S 

 ES&S letter to EAC requesting permission to change 
VSTL Unity 

 10/31/08 ES&S 

 EAC letter to ES&S granting their request to replace 
SysTest Labs  

 11/18/08 EAC 

 SysTest iBeta Notice Ltr 11_21_08  11/21/08 ES&S 

 EAC letter to iBeta QA Director on reuse of testing   2/03/09 EAC 

 EAC approval to reuse portions of SysTest's testing 
of ES&S Unity 3.2.0.0  

 2/12/09 EAC 

 EAC Approval letter of ES&S Unity 3.2 Test 
Plan version 2.0  

 4/07/09 EAC 

 Unity 3.2 Discrepancy 135 Request for Interpretation  5/26/09 ES&S 

 Formal Response Discrepancy 135  6/05/09 EAC 

 Letter- EAC Decision on Request for Interpretation 
2008-05 Voting Equipment Durability 

 9/23/08 ES&S 

 Warrant of Accepting Change Control Responsibility Warrant 7/07/09 ES&S 

Unity v.4.0.0.0 Reuse Correspondence    

 Email: Reuse of Previous Testing for Unity 3.2.0.0  11/21/08 EAC 

 2-3-2009 Letter to ESS Reuse of Testing Final  2/03/09 EAC 

Unity v.4.0.0.0 Test Documents    

Rev.10.0 ES&S Unity 4.0 Certification Test Plan Document 
Number 07-V-ESS-035-CTP-01 

 12/9/08 SysTest Labs 

Rev.0.2 Voting System Test Summary Report, Test Report for 
testing through 10/22/08 for ES&S Unity 4.0 Voting 
System, Report Number 01-V-ESS-035-CTP-01 

 12/19/08 SysTest Labs 

 Unity 4.0 Disc Rpt 10-28-08  10/28/08 SysTest Labs 

v.1.16 Retest Matrix v1.16  11/24/08 ES&S 

 Test Report No.- 080521-1251A  
EMC Qualification Test Report ES&S AUTOMARK, 
VAT A200 

 6/11/08 Criterion 
Technology 

v.1.3 AutoMARK Voter Assist Terminal Test Report  6/19/05 Percept Tech-
nology Labs 

 Test Report No.- 041223-857 
EMC Qualification Test Report  AutoMARK Technical 
Systems, LLC VAT 

 1/31/05 Criterion 
Technology 

 Test Report No. - 04-00542 
Testing Services Report AutoMARK VAT SN:002 

 1/14/05 APT 

 Test Report No. 48489-08  
Hardware Qualification Report of the ES&S M650 
Central Ballot Counter Firmware Release 2.0.1.0 

 1/07/05 Wyle 
Laboratories 

Rev. 1 Test Report No.- ATS-0501-R01-Rev.1 
Electrical Safety Testing to UL 60950-1 (Replaces 
#ATS-0501-R01, dated 4/30, 2005) 

 4/10/06 AutoMARK 
Technical 
Systems 

v.1.4 Operational Status Check Test Case (ATS VAT)  1/11/05 SysTest Labs 

 Test Report No.- 080327-1225 
EMC Qualification Test Report AutoMARK, VAT A100 

 4/21/08 Criterion 
Technology 

 Test Report No.- 070730-1165 
EMC Qualification Test Report AutoMARK Technical 
Systems, LLC. Ballot Marking Device, VAT A300 

 8/09/07 Criterion 
Technology 

v.1.0 AutoMARK Voter Assist Terminal 1.1 Test Report  1/04/06 Percept Tech-
nology Labs 

Rev. 2 VAT Accuracy Test Case Status Report  No date SysTest Labs 

 Test Report No.- 070730-1165 
DS200 Scanner  EMC Test Report 

 7/31/07 NCEE 

 Test Report No.- R071107-30-01B 
DS200 Scanner EMC Test Report (Amended with 
Original) 

 5/27/08 NCEE 

 Test Report No.- 070314-1134A  5/15/07 Criterion 

http://www.eac.gov/program-areas/voting-systems/docs/ess-request-to-change-vstl-unity-3-2-10-31.08/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/ess-request-to-change-vstl-unity-3-2-10-31.08/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/program-areas/voting-systems/eac-permission-to-change-vstl-letter-11-18-08.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/program-areas/voting-systems/eac-permission-to-change-vstl-letter-11-18-08.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-final-web-posting-ibeta_coggins/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/feb-12-2009-approval-of-es-s-request-to-reuse-select-testing-of-unity-3-2-0-0-conducted-by-systest-labs/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/feb-12-2009-approval-of-es-s-request-to-reuse-select-testing-of-unity-3-2-0-0-conducted-by-systest-labs/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/approval-of-es-s-unity-3-2-test-plan-v-2.0/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/approval-of-es-s-unity-3-2-test-plan-v-2.0/attachment_download/file
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Version 
# 

Title Abbreviation Date Author (Org.) 

EMC Qualification Test Report ES&S  DS200 Ballot 
Scanner with Optional  76246 Ballot Box 

Technology 

 Test Report No.- 080521-1244 

EMC Qualification Test Report ES&S Precinct Count 
Ballot Scanner, DS200 

 6/18/08 Criterion 
Technology 

 Test Report No.- 07-00231Testing Services Report 

DS200 Scanner and Ballot Box (Temp and Humidity) 
 4/16/07 APT 

 Test Report No.- 07-00207Testing Services Report 
DS200 Scanner and Ballot Box (Vibration) 

 4/25/07 APT 

v.1.0  DS200 Op Stat Check v1.0  11/21/08 SysTest Labs 

v.1.0  ES&S Unity 3.2.0.0 DS200 and Ballot Box and Voting 
System Test Report 

 5/01/07 Percept Tech-
nology Labs 

v.1.0  DS200 with Optional Ballot Box ESD Test Report  4/25/07 Percept Tech-
nology Labs 

 Test Report No.- ESS-0802-R04 

Summary Test Report Physical Stability Testing to UL 
60950-1 

 2/ 12/08 Components 
Reliability & 
Safety, Inc. 

 Test Report No.- 07-1001-A 

Product Safety Testing and Evaluation for Ballot 
Reader Model number DS200 with or w/o ballot box 

 4/27/07 Components 
Reliability & 
Safety, Inc. 

 DS200 Accuracy Test Summary  4/21/08 SysTest Labs 

 Test Report No.- 0806-R05 
Electrical Safety Testing to UL 60950-1:2007 

 7/28/08 Compliance 
Integrity 
Services 

 Test Report No.- R071107-30-02 

EMC Test Report (M650) 
 7/31/07 NCEE 

 Unity 4.0 Certification Test Plan Rev 6.0 Attachment E 
Test Case Matrix 10071228 

 No date SysTest 

 Test Report No.- 08-00654 
Testing Services Report (M650) 

 5/02/08 APT 

v.1.1 M650 with Attached Printers Test Report  3/ 07/08 SysTest Labs 

v.1.3 M650 with Epson Printer Test Plan  7/31/07 SysTest Labs 

v.1.1 DS200 Scanner EMC Test Plan  7/30/07 SysTest Labs 

Rev.01 Certification Test Plan ESS HW Test Matrix  2/01/08 SysTest Labs 

Rev03 Rev03_Model650_TDP06202007   SysTest Labs 

Rev05 Rev05_AuditManager_TDP07312007   SysTest Labs 

Rev05 Rev05.DAM_TDP09262007_ESS   SysTest Labs 

Rev09 Rev09.HPM_TDP09122007_ESS   SysTest Labs 

Rev02 Rev.02_CF_Utility_TDP05072007   SysTest Labs 

Rev03 Rev03.ERM_TDP08082007_ESS   SysTest Labs 

Rev03 Rev03.EDM_BallotDataManager_TDP08012007_ESS   SysTest Labs 

Rev03 Rev03.DS200_TDP09072007_ESS   SysTest Labs 

Rev02 Rev02.ESSZIP_TDP07062007   SysTest Labs 

Rev02 Rev.02_GetAuditData_TDP04022007   SysTest Labs 

Rev02 Rev.02_MPRBOOT_TDP05162007   SysTest Labs 

Rev02 Rev.02_SHELL_TDP05072007   SysTest Labs 

Rev03 Rev.03_CB_EAGL_TDP05312007   SysTest Labs 

Rev03 Rev.03_MAKEIBIN_08072007_ESS   SysTest Labs 

Rev04 Rev.04_ESSEAGL_TDP07202007_ESS   SysTest Labs 

Rev04 Rev.04_REGUTIL_TDP5312007   SysTest Labs 

 Engineering Change Evaluation & Reviews for the  
DS200 ECOs 690 to 693 & 702 to 706 (multiple 
documents) 

 Various 
dates 

SysTest Labs 

 Non-conforming Work & Corrective Action Request  
SN008 ( for VAT A100 ECO #0025) 

 1/18/05 Percept 
Technology 
Lab 

 Engineering Change Evaluation & Review for the VAT 
A200 References 200-206,208, 210-247, 256-278, 
324-346. 

 Various 
dates 

SysTest Labs 

A Engineering Specification -Model PW-080A2-1Y24AP 
(G) -(DS200 -ferrite molded power supply) 

 2/3/09 Wall 
Industries 
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Version 
# 

Title Abbreviation Date Author (Org.) 

 Engineering Change Evaluation & Reviews for the 
DS200 ECO 741 

 1/25/08 SysTest Labs 

 Engineering Change Evaluation & Reviews for the 
DS200 ECO 795 

 11/13/08 SysTest Labs 

 Unity 3.2.0.0  HW Environmental Test Reports    

 EMC Qualification Test Report Election Systems & 
Software intElect DS200, HW Rev. 1.2.1 Test Report 
Number: 090601-1417. 

ECO 829 test 
report 

7/8/09 Criterion 
Technology 
Inc 

 EMC Qualification Test Report Election Systems & 
Software intElect DS200, HW Rev. 1.2.1 Test Report 
Number: 090601-1419 

ECO 834 test 
report 

7/14/09 Criterion 
Technology 
Inc 

 

1.5 Technical Data Package Documents 
The Technical Data Package Documents submitted for this certification test effort are listed in Section 3 System 
Identification. 
 

1.6 Test Report Contents 
The contents of this Test Report include:  

 Section 1: The Introduction- identifies the scope of certification testing. 
 Section 2 The Certification Test Background identifies the process for the Physical and Functional 

Configuration Audits. 
 Section 3 The Voting System Identification identifies the system configuration including hardware, software 

and the Technical Data Package documentation. 
 Section 4 The Voting System Overview identifies the overall design and functionality of voting system. 
 Section 5 The Certification Review and Test Results are the methods and results of the testing effort. 
 Section 6 The Opinions & Recommendations of the acceptability of the voting system. 

Test Operations, Findings and Data Analysis are in the appendices.   
 Appendix A: Certification Test Requirement (conformance to the applicable standard). 
 Appendix B: Source Code Reviews  
 Appendix C: TDP Document Reviews 

 Appendix D: Test Results (Functional, Environmental, Accuracy etc.) 
 Appendix E- Discrepancy Report: Discrepancy Report 
 Appendix F: Warrant of Accepting Change Control Responsibility  
 Appendix G: Trusted Build and Validation Tools 

 Appendix H: Test Plan' 
 Appendix I: State Test Reports 

 Appendix J:ES&S and voting system Implementation Statement 
 Appendix K: EAC Certification Number 

 
 

1.6.1 VSTL Program Manual Format Trace 
Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific format.  The 
format of this report follows the recommended outline stipulated in the VSS 2002 vol. 2 Appendix B.  As these 
documents indentify placement of information in different locations a trace is being provided to clarify the location of 
the specified content in this report. 
 

Table 3 Trace of the Test Report to the VSTL Program Manual  
EAC VSTL Program Manual Appendix B Test Report - VSS 2002  vol. 2 Appendix B 

1. System Identification and Overview 1. 
3. 
4 

Introduction  
Voting System Identification 
Voting System Overview 

2 Certification Test Background 2. Certification Test Background 

2.1 Revision History 2 Certification Test Background 

2.2 Implementation Statement 2 
7.9 

Certification Test Background 
Implementation Statement  

3 
3.1 

Test Findings and Recommendations 
Summary Finding and Recommendation 

5 
6 

Certification Review and Test Results 
Opinions & Recommendations 

3.2 Reasons for Recommendation of Rejection N/A Not applicable; no recommendation of rejection 

3.3 Anomalies (may also be identified as Section 5 & Provides a general description of how anomalies 
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EAC VSTL Program Manual Appendix B Test Report - VSS 2002  vol. 2 Appendix B 

discrepancies, issues or defects ) Appendix E 
 
Appendices: 

A 
 
 

B 
 
 

D 
 
 

E 

were encountered and reported during testing. 
 
 
Appendix A traces the VSS  requirements to the 
specific anomalies. 
 
Addendum to Appendix B contains software 
related source code discrepancy detail. 
 
Appendix D Tables: "Issues Opened" traces the 
specific anomalies to the relevant test. 
 
Appendix E, Unity 3.2.0.0 Discrepancy Report, 

provides the discrepancy number, date, tester, 
location, description, and VSS requirement 
information about anomalies encountered during 
document reviews and testing. 

3.4 Correction of Deficiencies Section 5 & 
Appendix E 
 
Appendices: 

A 
 

B 
 
 

D 
 
 

E 

Provides a general description of how deficiency 
corrections were confirmed. 
 
Appendix A traces the VSS  requirements to the 
specific closed anomalies. 
 
Addendum to Appendix B reflects pass criteria for 
all reviewed source code. 
 
Appendix D Tables: "Issues Closed" traces the 
specific anomaly resolutions to the test  
 
Appendix E, Unity 3.2.0.0 Discrepancy Report,   
provides the vendor responses and resolution 
validations for anomalies encountered during 
document reviews and testing. 

Appendix 
A 

Additional Findings  Appendices: 
A 
 
 
 
 

D 

Appendix A: Certification Test Requirements 
contains "should" and "not applicable" 
requirements.  Comments provide rationale and 
references to relevant EAC Interpretations or 
Notices of Clarification. 
 
Appendix D: Supported Voting Variations of the 
VSS 2002 Section 2.2.8.2 identifies 
"unsupported" optional functionality. 

Appendix 
B 

Warrant of Accepting Change Control 
Responsibility 

Appendix 
F 

Warrant of Accepting Change Control 
Responsibility 

Appendix 
C 

Witness Build Appendix 
G 

Trusted Build and Validation Tools  
documents the Witness of the Trusted Build 

Appendix 
D 

Test Plan  Appendix 
H 

Test Plan 

Appendix 
C 

State Test Reports Appendix I State Test Reports 

  Appendix J Implementation Statement 

  Appendix K EAC Certification Number 
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2 Certification Test Background 
Earlier versions of products in this effort completed qualification testing under the defunct NASED program.  These 
earlier version are in use, as permitted under the laws of the various states.  Under the EAC program, all systems 
submitted must be fully tested as a new system.  As such the Unity 3.2.0.0 Certification Test effort is an initial 
certification to the VSS 2002. 
 
Following the circumstances outlined in section 1, the scope of the ES&S Unity 3.2.0.0 certification test effort 
resulted in a unique set of pre-certification test activities.  The purpose of these activities was to assist the EAC in 
determining what certification testing and reviews performed by SysTest could be reused.  Responsibility for these 
activities was designated to either iBeta or the EAC.  These activities are outlined in section 1.  Assessment and 
determination of the reuse of the Functional, Usability, Accessibility, Maintainability, Accuracy and Reliability testing 
was provided by the EAC.  Results of the activities performed by iBeta are provided below. 
 
Following the determination of reuse and issuance of instructions by the EAC, iBeta conducted a review of the test 
documentation provided by ES&S and SysTest to assess the scope of testing for conformance to the 2002 VSS for 
the Volume, Stress, Error Recovery, Telecommunication and Security requirements.  
 
As part of the EAC Certification application ES&S submitted an implementation statement for Unity 3.2.0.0.  A copy 
of this statement is contained in section 7.10.  Certification testing of the ES&S Unity 3.2.0.0 included a Physical 
Configuration Audit and a Functional Configuration Audit.  Daily status reports were sent to ES&S Unity 3.2.0.0 
certification management staff and iBeta project test staff.  These reports included project activity status, issues, 
and other relevant information.  Weekly status calls were held with the EAC, EAC Reviewers and ES&S.  Upon 
request, iBeta provided the EAC with information to clarify the testing and the test process and weekly status 
reports.  
 

2.1 Terms and Definitions 
The Terms and Definitions identified below are used in this test report. 

Table 4 Terms and Definitions 
Term Abbreviation Definition 

Absentee Ballot  A paper ballot cast outside of an early voting center or 
election day polling place 

Adobe Acrobat Standard v.8 & v.9  COTS software used in ESSIM for creation of Portable 
Document Format (PDF) ballot files.  

Audit Manager AM A Unity election management system audit logging 
software application for the Election Data Manager and 
Ballot Image Manager 

Ballot Control - Accepts  HPM option that instructs the DS200 to accept and 
tabulate overvoted, blank, primary crossovers or ballots 
with unreadable marks without alerting the voter.  

Ballot Control- Query  HPM option that instructs the DS200 to return and 
query the voter when encountering an overvoted, 
blank, primary crossovers or ballots with unreadable 
marks. Voter has the option to request a new ballot or 
instruct the system to accept the ballot as is. 

Ballot Control - Reject  HPM option that instructs the DS200 to automatically 
reject crossover, overvoted or blank ballots. Ballots will 
not be accepted. 

Ballot Marking Device BMD A device that marks a paper ballot for a voter 

Ballot On Demand BOD An optional operating mode in ESSIM that is used to 
print a small quantity of election quality ES&S paper 
ballots on a COTS OKI 9600 HDN color laser printer. 

Certified Information System Security 
Profession 

CISSP A certification for information system security 
practitioners, indicating successful completion of the 
CISSP examination administered by the International 
Information Systems Security Certification Consortium 

Central counter  A type of voting system that records and reports paper 
ballots at the central count 

Double Spit and Wipe  Functionality on the VAT to support older ES&S optical 
scanners outside the scope of Unity 3.2.0.0 

Early voting mode -  A mode on the DS200 that permits ballots to be cast 
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Term Abbreviation Definition 

prior to election day. A flag is set in HPM to include all 
precincts for the election. The poll-worker can select a 
voter's precinct and ballot style when used in Early 
Voting or an Absentee configuration. 

Election Data Manager EDM A Unity election management system software 
application to define and store jurisdiction election data  

Election Systems and Software ES&S Manufacturer of the Unity Voting System 

Election management system EMS The ballot preparation and central count portions of a 
voting system. 

Election Reporting Manager ERM A Unity central count software application to compile 
and report election results from Unity voting devices 

Enhanced AutoCast  Functionality for automatically dropping AutoMARK 
ballots into a ballot box.  This functionality requires PEB 
FW v.1.70 and Auto MARK FW v.1.4.  That version of 
AutoMARK firmware is not supported in Unity 3.2.0.0 

Escrow Agency  EAC identified repository that retains the file signature 
of the trusted build 

ES&S AutoMARK Information 
Management System 

AIMS A windows-based election management system 
software application to define election parameters for 
the VAT, including functionality to import election 
definition files produced by the Unity EMS and create 
VAT flash memory cards 

ES&S Ballot Image Manager ESSIM A Unity election management system desktop 
publishing tool to layout and format paper ballots 

Executable Lines of Code eLOC Lines of code that execute functionality.   Comments 
and blank lines are excluded from counts of executable 
lines of code. 

Flash Memory Card FMC Portable memory that contains the election definition to 
display the ballot content on a VAT. 

Full or New Code Review  First time submission submitted for certification review 
or previously certified code with changes to the code so 
significant that a full review is warranted. 

Graphical User Interface GUI A method of interaction with a computer which uses 
pictorial buttons (icons) and command lists controlled 
by a mouse 

Hardware Programming Manager HPM A Unity election management system software 
application to import, format, and convert an election 
file and create election definitions for ballot scanning 
equipment 

Help America Vote Act HAVA Legislation enacted in 2002 which includes creation of 
the EAC, federal voting standards and accreditation of 
test labs 

intElect DS200 DS200 A Unity Voting System precinct count optical scanner 
paper ballot tabulator including a 12-inch touch screen 
display providing clear voter feedback and poll worker 
messaging. 

LogMonitor  LogMonitor is setup to check the 
status of Windows Event Log and closes all ES&S 
applications if the Event Log feature is disabled or not 
configured properly. 

Model 650 M650 A Unity Voting System central count high-speed optical 
scanner paper ballot tabulator The M650 prints results 
reports to an external printer and saves results to a zip 
disk. 

National Standard Reference Library NSRL Part of NIST that provides software escrow. 

National Voluntary Laboratory 
Accreditation Program 

NVLAP Part of NIST that provides third-party accreditation to 
testing and calibration laboratories. 

Open Primary Pick a Party (Party 
Preference) 

 Ballot contains all contests that the voter is eligible to 
vote for in addition to any nonpartisan contests. Voter 
only votes the partisan contests for one party but 
chooses which party in the privacy of the voting booth 
by only voting for candidates from the desired party. 
Pick a Party is where a party selection contest appears 
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Term Abbreviation Definition 

before the partisan section of the ballot. If the voter 
chooses a party from the party selection contest, votes 
for candidates that represent any other party are 
ignored so that the voter cannot spoil the ballot. 

Precinct counter  A type of voting system that records paper or electronic 
ballots at the polling place 

Printer Engine Board version PEB v. The version of the firmware on the Printer Engine 
Board identifies support or non-support of Enhanced 
AutoCast and Double Spit & Wipe (v.1.70 supports)  

Single Board Computer version SBC v.  Version of the Single Board Computer identifying board 
connections and chips 

Trusted Build  A compile and build of the source code reviewed by 
iBeta into executable code.  Construction of the build 
platform and compile is performed by iBeta following 
the documented instructions of the manufacturer.  A 
manufacturer's representative is present to witness the 
build.  

Technical Data Package TDP  The documentation and code relating to the voting 
system, submitted by the manufacturer for review. 

Universal Power Supply UPS Uninterrupted power supply 

U.S. Election Assistance Commission EAC U.S. agency established by the Help America Vote Act 
of 2002 to administer Federal elections. 

Voluntary Voting System Guidelines VVSG Federal voting system test standards created by the 
EAC. Eventually these will replace the VSS. 

Voting System Standards VSS Federal voting system test standards, predecessor of 
the VVSG. 

Voting System Test Lab VSTL Lab accredited by the EAC to perform certification 
testing of voting systems. 

Voting Variations  Significant variations among state election laws 
incorporating permissible ballot content, voting options 
and associated ballot counting logic  

Voter Assist Terminal VAT A ballot marking device to assist multilingual voters and 
voters with visual, aural or dexterity disabilities to vote a 
paper ballots in a private manner 

Unity x.x.x.x  A voting system produced by ES&S configured with 
various election software applications, DREs, optical 
scanners and ballot marking devices.  The 
configuration varies for each version of Unity.  

Witness Build for Unity 3.2.0.0  The Unity 4.0.0.0 Trusted Build performed by SysTest 
Labs.  iBeta shall initiate testing with this build. 
Following iBeta's performance of the Trusted Build a 
regression test will be run.   

 

2.2 Physical Configuration Audit 
The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including the source 
code, documentation and system configuration reviews.  Validation of COTs software and hardware, execution of a 
Trusted Build with the reviewed source code and installation of the executable are part of the PCA  
 

2.2.1 PCA TDP Source Code Review 
The PCA TDP Source Code Review of ES&S Unity 3.2.0.0 was performed by SysTest Labs.  ES&S petitioned for 
reuse of this review.  In order to assist in making a determination of reuse the EAC instructed iBeta to audit 3% of 
the ES&S Unity 3.2.0.0 source code for assessment and recommendation of reuse of the applicable Unity v.4.0.0.0- 
PCA Source Code Review conducted by SysTest.  In assessing this sample iBeta reviewed the sampling to Vol. 1 
Sect. 4.2 and Vol. 2 Sect. 5 of the VSS2002.  iBeta focused the review by selecting source code files and functions 
that process vote data, audit logs, and reporting.  The results were recorded on Source Code Review sheets (Excel 
spreadsheets).  All issues were identified in the review and logged on a Discrepancy Report.  Following a peer 
review issued were identified as follows:  

 Green: Non-logic issues - recommend for reuse per EAC instruction letter; 
 Yellow: Potential logic issues- attach issues to the recommendation letter to the EAC for their 

consideration in determination of reuse; and 

 Red: Confirmed logic issues - recommend 100% review to the EAC. 
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Any source code updates or changes received from ES&S during the test effort were compared to the code 
transferred from SysTest.  All identified changes were 100% reviewed by iBeta.  
 

2.2.2 PCA TDP Document Review 
The PCA TDP Document Review of ES&S Unity 4.0.0.0 for conformance to Vol. 2 Sect. 2 of the VSS 2002 was 
performed by SysTest Labs.  ES&S petitioned the EAC for reuse.  The EAC instructed iBeta to perform an 
assessment and provide a recommendation for reuse of the TDP in Unity 3.2.0.0.  iBeta sampled the ES&S Unity 
3.2.0.0 documents.  The sample selection included the documents identified in the SysTest issued discrepancies 
and documents needed to complete the  Unity 3.2.0.0 trusted builds, a sample 3% source code review, test 
planning and test execution.  Criteria for the review included confirmation that the Unity 3.2.0.0 documents 
addressed any SysTest identified document discrepancies within the scope of the Unity 3.2.0.0 test effort and the 
content provided sufficient information in order to complete the test tasks list above.  Issues, which were identified 
as all or partially relevant to the Unity 3.2.0.0 scope, were transferred to iBeta's Unity 3.2.0.0 Discrepancy Report.  
Issues or parts of issues, outside this scope were excluded.  Scope assessment was recorded in a review 
disposition document.  iBeta confirmed the issues were valid and traced to an appropriate 2002 VSS requirement.  
iBeta reviewed the SysTest description history from the original SysTest discrepancy report and the Unity 3.2.0.0 
documents submitted by ES&S to validate resolution of the issue.  
 
The review of documents necessary to complete Unity 3.2.0.0 trusted builds, sample code review; test planning and 
test execution was incorporated into these tasks and recorded in the daily status.  Missing content or discrepancies 
were reported in iBeta's Unity 3.2.0.0 Discrepancy Report.  The Discrepancy Report was forwarded to ES&S for 
correction.   iBeta conducted a PCA Document Review of the LogMonitor TDP. 
 
 

2.2.3 PCA System Configuration Review 
The PCA System Configuration Review of ES&S Unity 3.2.0.0 was performed to verify the hardware and software 
configuration is consistent with the technical data package (VSS Vol. 1 Sect. 8.7.1).  Reviewed results were 
recorded on PCA System Configuration Review sheets (Excel spreadsheets). 
 

2.2.4 Witness Build and Installation 
The Witness Build and Installation of the executable code (ñtrusted buildò) for the ES&S Unity 3.2.0.0 was 
performed using the source code reviewed by SysTest and iBeta, per VSS Vol. 1 Sect. 9.6.2.  Observation of the 
build was documented in the Witness of the Final Build and Code Comparison Template (Word Document). 
 

2.3 Functional Configuration Audit 
The Functional Configuration Audit was an examination of the functional aspects of the voting system.  This 
included review of the ES&S Unity 3.2.0.0 submitted test documentation and execution of all VSS 2002 required 
tests. 
 

2.3.1 FCA Test Documentation Review 
iBeta initiated an assessment to identify and separate Unity v.4.0.0.0 hardware and software excluded from Unity 
3.2.0.0, SysTest test results petitioned for reuse by ES&S, and items in scope of additional testing required in the 
Unity 3.2.0.0 certification test effort.  Unity 4.0.0.0 hardware and software that was excluded from Unity 3.2.0.0 was 
identified as out of scope.  Open discrepancies from the SysTest testing related to Unity 3.2.0.0 system functionality 
and system changes submitted during the Unity v.4.0.0.0 test effort were identified as in scope.  A comparison of 
the versions submitted in the SysTest report and those identified discrepancies for Unity 3.2.0.0 was conducted to 
confirm if the versions being submitted for Unity 3.2.0.0 matched the versions that were tested in the Unity v.4.0.0.0 
certification.  If the software version number of the submitted system changes was equal to or less than the version 
identified in the SysTest report it was excluded due to the EAC acceptance of the SysTest results.  If the open 
functional discrepancy was equal to the version or greater than the identified in the report it was included in the 
iBeta testing of Unity 3.2.0.0 
 

2.3.2 FCA Functional, Accessibility, Maintainability, Accuracy & Reliability 
Tests 

Functional, Accessibility, Maintainability, Accuracy and Reliability testing was performed by SysTest Labs. ES&S 
petitioned the EAC for reuse. The EAC Technical Reviewers reviewed the Functional, Accessibility, Maintainability, 
Accuracy, and Reliability test summary reports provided by SysTest on the DS-200, M650, AutoMARK VATs, 
Ballot-on-Demand printer, and Unity EMS software. The EAC approved the reuse of this testing to the requirements 
of the requirements in Vol.1 Sect. 2, 3 and 4.4 (excluding the out of scope DRE specific requirements), in 
accordance with Vol. 2 Sect. 6. 
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iBeta conducted a single regression end-to-end mock election to demonstrate the integrated functionality and 
processes of the ES&S Unity 3.2.0.0 for a sampling of Vol. 1 Sect. 2, 3 and 4.4, in accordance with Vol. 2 Sect. 6.  
Additionally the Volume suite of tests generally incorporated end-to-end mock elections. Issues that remained open 
from the SysTest testing were incorporated into the regression test, volume test or separate security tests.  Any 
issues encountered during testing were identified in the test record and logged on the Discrepancy Report, after 
completion of peer review.   ES&S has resolved all discrepancies of the VSS2002.  All submitted fixes were 
validated and recorded in the Discrepancy Report. 
 

2.3.3 FCA Volume, Stress and Error Recovery Tests 
iBeta reviewed the ES&S System Limitations Unity 3.2.0.0 document to identify relevant application and system 
limits.  Based upon the system and application limits identified in this document iBeta defined and conducted a set 
of ten test cases with single or multiple scenarios.  These test cases incorporated end-to-end mock elections to 
demonstrate the ability of the system to operate at the declared limits.  Additional scenarios were incorporated into 
the test cases to demonstrate the systems ability to provide an appropriate response an overloading condition 
exceeding the limits and recover without losing vote data.  Any issues encountered during testing were identified in 
the test record and logged on the Discrepancy Report, after completion of peer review.  ES&S resolved 
discrepancies of the VSS2002 or requested interpretation from the EAC if they disagreed with iBeta's findings.  All 
submitted fixes were validated and recorded in the Discrepancy Report, as were any interpretations from the EAC. 
 

2.3.4 FCA Security Tests 
iBeta performed a security review of the ES&S security documentation addressing Vol. 1 Sect. 2.2.1, 2.2.3, 2.2.5 
and 6 and Vol. 2 Sect. 6.4.  Based upon this review security specific tests were identified.  These tests incorporated 
source code and document reviews. Functionality to meet the requirements incorporated secrecy, integrity, system 
audit, error recovery or access to the voting system.  The review was either conducted or peer reviewed by an iBeta 
CISSP staff member. The tests or reviews to validate the security of Unity 3.2.0.0 were recorded in the FCA 
Security Review.  ES&S resolved discrepancies of the VSS2002 or requested interpretation from the EAC if they 
disagreed with iBeta's findings.  All submitted fixes were validated and recorded in the Discrepancy Report, as were 
any interpretations from the EAC. 
 

2.3.5 FCA Hardware Environmental Tests 
The SysTest's subcontractors listed in section 1 performed hardware testing of the Unity v.4.0.0.0 voting system to 
the requirements of Vol.1 Sect. 3 in accordance with Vol.2 Sect. 4. The review, analysis, testing and test results are 
contained in the test reports and engineering change assessments listed in Appendix D - FCA Reuse 
Environmental Testing Unity v.4.0.0.0 Test Documents.  The EAC issued their approval for reuse of the results of 
the SysTest Environmental Hardware testing in 2-3-2009 Letter to ESS Reuse of Testing Final.  In order to ensure 
that iBeta had all documentation of the Environmental Hardware test assessment and results for the Unity 3.2.0.0 
voting system,  iBeta reviewed the reports to confirm they included documentation that the Unity 3.2.0.0 submitted 
hardware passed the required tests and that any failures resulting in engineering changes were documented.  This 
work was performed as part of the Pre-Certification Test Activities. 
 
At the time of initial issuance of this report hardware testing for ECO 829 and 834 was pending.  Testing was 
completed and the Criterion test reports are included as attached documents. 
 

2.3.6 FCA Telephony and Cryptographic Review and Tests 
An examination of the Unity 3.2.0.0 voting system was conducted to confirm that it does not contain wireless 
technology or use of the public networks. The results of this review were recorded in the FCA Telephony and 
Cryptographic Test Case.  As a result of this review it was determined that the voting system is exempted from the 
Telephony and Cryptographic requirements of VSS Vol.1 Sect. 5 & 6.  It should be noted that connection of the 
election management system PCs or laptops to a network (LAN or WAN) is outside the system configuration 
submitted for certification. 
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3 Voting System Identification 
The System Identification stipulates the ES&S Unity 3.2.0.0 submitted for certification in section 3.1and the 
hardware, software and the Technical Data Package documentation used in certification test environment in section 
3.2.  

3.1 Submitted Voting System Identification 
Table 5 Voting System Name and Version 

Voting System Name Version 

Election Systems and Software Unity 3.2.0.0 

 
The voting system submitted for certification in application #ESS0701 includes the following configuration. 
 

Table 6 Voting System Polling Place and Central Count Hardware 
Hardware  OS or Firmware & Version Description  

Ballot Prep & Central Count   

PC, 2.2 GHz Pentium 4 minimum, 256 
MB memory minimum, 20 GB hard drive 
minimum, CD-ROM, USB port, Flash 
memory card drive, Blank formatted 
compact Flash Memory Card (FMC)  
  

Windows XP Professional, SP3 AIMS Personal computer for preparation 
of the election definition and writing 
media for installation on the VAT 
 

PC, 1 GHz or faster processor, 512 MB 
RAM, 40 GB hard drive, 48x CD-ROM or 
DVD drive, 3.5-inch drive, Super VGA 
(800x600) or higher resolution video 
adapter and monitor, appropriate drivers 

Windows XP Professional, SP3 Unity Personal computer for creating the 
election definition, ballot layouts, writing 
media for installation, consolidation of 
election results and reporting  

SanDisk Imagemate CF  
Models #SDDR-91 & #SDDR-92 

N/A COTS: Flash card reader/writer 
programming the VAT 

Iomega Zip Drive N/A COTS: Zip Disk reader/writer for 
programming the M650 and reading 
election results 

HP LaserJet 4050N Inkjet Printer  N/A COTS: Printer for  AM, EDM, ESSIM, 
HPM, ERM reports 

Paper Ballots  
Length: 11", 14", 17" & 19" 
Ovals/Inch: 3 & 4  

N/A ES&S: Ballot types supported for VAT, 
DS200, &  M650  

Ballot Marking Device   

ES&S AutoMARK Voter Assist Terminal 
Model A100-00, HW Rev. 1.0 

VAT FW: 1.3.2906, OS WinCE 
5.0.1400, Printer Engine Board 
(PEB) 1.65, Single Board 
Computer (SBC) 1.0 

Accessible paper ballot marking device 
with assistive technology audio output 
devices and voter inputs 
Original HW:  multiple cable connector 
and printed circuit boards are mounted in 
the lower portion of the VAT 

ES&S AutoMARK Voter Assist Terminal 
Model A200-00, HW Rev. 1.1 

VAT FW: 1.3.2906, OS WinCE 
5.0.1400, Printer Engine Board 
(PEB) 1.65, Single Board 
Computer (SBC) 2.0 

Accessible paper ballot marking device 
with assistive technology audio output 
devices and voter inputs 
HW Change: Consolidate PCB, relocate 
PCB and cables to upper portion for 
easier maintenance 

ES&S AutoMARK Voter Assist Terminal  
Model A200-00, HW Rev. 1.3.1  

VAT FW: 1.3.2906 
OS WinCE 5.00.19 
Printer Engine Board (PEB) 1.65, 
Single Board Computer (SBC) 2.5 

Accessible paper ballot marking device 
with assistive technology audio output 
devices and voter inputs 
HW Change: LCD replacement, ROHS 
board components, change CPU and 
Flash Chips on the SBC board FW, Win 
CE OS Bootloader for P30 flash, OS 
update to support DST and Hash check 
(Note: NY specific external hash check is 
not supported in this version of the VAT 
FW) 

ES&S AutoMARK Voter Assist Terminal VAT FW: 1.3.2906 Accessible paper ballot marking device 
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Hardware  OS or Firmware & Version Description  

Model A200-00, HW Rev. 1.3.1   OS WinCE 5.00.19, 
Printer Engine Board (PEB) 1.70, 
Single Board Computer (SBC) 2.5 

with assistive technology audio output 
devices and voter inputs 
HW Change: PEB FW to support 
Enhanced AutoCast and Double Spit & 
Wipe (Note: Enhanced Auto Cast is not 
supported in this version of the VAT 
FW.) 

VAT Kit: 
(2) Compact Flash Keys 
(2) AutoMARK Unit Keys 
(1) Compact Flash card 
(1) Printer Cartridge 
User Documentation Manual CD  
(1) Headphones w/industry standard 
connector 
(1) AC Power Cord 
(1) @ Short/long privacy sleeves 

 A standard equipment and instruction kit 
provided with the VAT for security, 
power, audio and printer outputs 

Foot Paddle N/A Assistive technology switch device used 
with the VAT for voter inputs 

SanDisk Compact Flash Cards (256MB) N/A COTS: Storage media for the VAT 

ES&S Ballot Marker Pens N/A ES&S specified pens to hand mark 
DS200  ballots 

Precinct Optical Scan Equipment   

intElect DS200, HW Rev. 1.2.0 DS200 FW: 1.3.10.0 
(Power Management v. 1.2.0.1 
Scanner v. 2.11.0.1) 

Precinct count optical scanner 
 

 intElect DS200, HW Rev. 1.2.1 DS200 FW: 1.3.10.0 
(Power Management v. 1.2.0.1 
Scanner v. 2.11.0.1) 

Precinct count optical scanner. 
HW change: Mylar spacing tabs to 
eliminate paper jams and a changed 
battery pack resistor value R109 from 1 
M ohms to 100 k ohms 

DS200 Plastic Ballot Box without a 
diverter 

N/A Precinct plastic ballot box with a single 
chamber  

DS200 Steel Ballot Box without a diverter N/A Precinct steel ballot box with a single 
chamber 

DS200 Steel Ballot Box with a diverter N/A Precinct steel ballot box, with diverter to 
segregate ballots into multiple chambers  
as programmed in the EMS 

ES&S USB Flash (thumb) drives 
(512MB, 2 GB, 4GB, 8GB) 

N/A Storage media with election definition 
and results totals for the DS200 

Thermal paper rolls Paper COTS: Paper for the DS200 reports 

Central Count Optical Scan Equipment    

Model 650 (M650 
HW Rev. 1.1 
Oval options: Right or Left 
Optical light options: Green or Red 

 M650 FW: 2.2.2.0 A central count optical scanner with 
either a red or green optical light  which 
reads a right or left ballot oval 
HW v.1.1 contains a new AMP board, 
option for networking, additional ferrites 
and green sensors.  

Model 650 (M650) 
HW Rev. 1.2 
Oval options: Right or Left 
Optical light options: Green or Red 

M650 FW: 2.2.2.0 A central count optical scanner with 
either a red or green optical light  which 
reads a right or left ballot oval 
HW v.1.2 contains a new PMS board, 
printer and additional ferrites.  

Okidata 520 Microline 9pin Printers N/A COTS: M650 report & audit log printer 

Epson LQ-590 Printers N/A COTS: M650 report & audit log printer 

Belkin Universal Power Supply N/A COTS: M650 back up power supply 

Zip disk (100MB) N/A COTS: M650 election definition and 
results storage media 

Martin Yale 400 Ballot Jogger N/A COTS: M650 Ballot stacking device  

9 1/2 X 11 - 1 ply Computer form N/A COTS: M650 Report & log paper 

Other Equipment   

Okidata 9600 HDN Ballot On Demand 
(BOD) printer (used with ESSIM) 

N/A COTS: Color laser printer for onsite 
printing of ballots 
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The following is required software for Unity 3.2.0.0. Section 3.2.2 of the ES&S System Overview, Unity v.3.2.0.0, Rev 4.0; 
identifies COTS software. Table 9 reflects all software that was part of the tested configuration. 
 

Table 7 Voting System EMS Software 
Software Applications Version EMS Function Description  

Unity Ballot Prep & Central Count   

Audit Manager (AM) 7.5.2.0 Election management system audit logging software 
application for the Election Data Manager and Ballot Image 
Manager 

Election Data Manager (EDM) 7.8.1.0 Election management system software application to define 
and store jurisdiction election data 

ES&S Ballot Image Manager (ESSIM) 7.7.1.0 Election management system desktop publishing tool to 
layout and format paper ballots 

Hardware Programming Manager (HPM) 5.7.1.0 Election management system software application to import, 
format, and convert an election file and create election 
definitions for ballot scanning equipment 

Election Reporting Manager (ERM) 7.5.4.0 Central count software application to compile and report 
election results from Unity voting devices 

LogMonitor 1.0.0.0 Election management system software to monitor the status 
of the Windows Event Log 

Adobe Acrobat Standard  v.9 COTS creation and display of pdf files in ESSIM and BOD 

Adobe Type Manager Light None specified COTS creation and display of pdf files in ESSIM and BOD 

Adobe Type Basics None specified COTS creation and display of pdf files in ESSIM and BOD 

RM/Cobol v.11.01 COTS Run time system, used in HPM and ERM 

Commercially available and standard 
virus detection software. 

 COTS anti-virus software  
Norton Anti-Virus 2009 for Windows XP Pro (Recommended) 

AIMS    

ES&S AutoMARK Information 
Management System (AIMS) 1.3.157 

1.3.157 Software to program the election database required by the 
AutoMARK VAT. 

Microsoft Excel  v.5 or greater COTS: Used to export text that requires translations 

ScanDisk Drivers N/A COTS: Write election database to the compact flash memory 

Microsoft.NET Framework None specified COTS: graphical user interface for the VAT previewer 

Commercially available and standard 
virus detection software. 

 COTS anti-virus software  
Norton Anti-Virus 2009 for Windows XP Pro (Recommended) 

3.2 Voting System Test Environment 
The Voting System Test Environment identifies the specific hardware and software that was used in the test 
environment. The Test Methods in Appendix D identify the specific ES&S Unity 3.2.0.0 voting system software and 
firmware used in each test. 

 

Table 8 Voting System Hardware 
Hardware  OS or Version Manufacturer Description (include functional purpose 

and condition of the equipment) 

Ballot Prep & Central Count    

(2) Dell Optiplex GX270 computer 
desktops with monitor, keyboard & 
mouse (AIMS) 
SN: DNC2F51, GBGCT51 

Windows XP 
Professional 
Version 2002 SP2 
& SP3 

Dell 
 

Pre-Vote: COTS PCs for AIMS 
Condition: Good 
(Final testing was conducted on SP3. 
Testing prior to submission of the hardening 
procedures was on SP2) 

(1) Dell Latitude 600 Laptop, Model 
#PP05L 
 Intel Pentium Processor 1400 MHz 
587 MHz 1.00 GB Ram 
SN: CN0G512486434501261 

Windows XP 
Professional 
Version 2002 SP2 
& SP3 

Dell Pre-Vote & Post-Vote: COTS laptop for the 
Unity election management system 
Condition: Good 
(Final testing was conducted on SP3. 
Testing prior to submission of the hardening 
procedures was on SP2) 

(1) Dell GX260 computer desktop 
with monitor, keyboard & mouse 
SN: Tower: 7D0WL21, 
Keyboard:CN07N242388422C82Q06 
Monitor:CN09M55664180-2BC-0A4S 

Windows XP 
Professional 
Version 2002 SP2 
& SP3 

Dell Pre-Vote & Post-Vote: COTS Unity PC for 
the Unity election management system 
Condition: Good 
(Final testing was conducted on SP3. 
Testing prior to submission of the hardening 
procedures was on SP2) 

(1) Iomega Zip Drive Z250USBPCMBP Iomega Pre-Vote & Post-Vote: COTS Zip Disk 




